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Introduction

Juan Angel Lorenzo del Castillo

< B.Sc. in Telecom Engineering majoring Electronics from the University of Valladolid (Spain).
Eﬂ M.Sc. in Telecom Engineering from the University of Valladolid (Spain).

M.Sc. in Distributed Systems. Inter-university Doctorate Program, USC-UDC (Spain).

Ph.D. from the University of Santiago de Compostela (Spain).

Visiting researcher at the EPCC (The University of Edinburgh) and the Charles University in Prague.
Collaborations with HP Labs USA
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Assistant lecturer at the University of Santiago de Compostela.
Lecturer and lab instructor in several computing courses.

Collaborations in open source communities in Spain.

Industrial experience at the Centre for Telecommunication Development in Spain.
[LABS""] Currently working at the Cloud and Security Lab (HP Labs, Bristol) as a researcher. Interested in:
- Cloud computing systems.
- Virtualisation.
- Operating systems programming.
- Performance monitoring of large-scale architectures.
- Data profiling in real and virtualised environments.

@ juan.lorenzo-del-castillo@hp.com

Involved in the EU Bon HRF_ project @ http://www.hpl.hp.com/people/juan_lorenzo-del-castillo
) http://www.linkedin.com/in/juanangellorenzo /
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HP Labs
Cloud Computing

HP Cloud



Hewlett -Packard
The printing company, right?




Hewlett-Packard Laboratories

(LABS™)

Exploratory and advanced research group for Hewlett-Packard
Focused on the future

Not bound by day-to-day business concerns



Hewlett-Packard Laboratories

Cloud & Security

Information Analytics

Intelligent infrastructure

Mobile and Immersive Experience
Networking and Communications
Print Content

Services

Sustainability
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Whatis The Cloud?



Cloud Computing: Origins

Need for Utility Computing
Underutilised Resources
Evolution of Virtualisation Technology



Cloud Computing: Origins

Traditional approach




Cloud Computing: Origins

Virtualisation approach

DMZ

LAN
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Cloud Computing: Origins

Virtualisation approach

Virtualised
Services

Cloud Manager
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Cloud Definition”

Virtualisation
Scalability and Elasticity
Resource optimisation
Pay-per-use
SLAs



Virtualisation



Virtualisation

Hardware Infrastructure

Guest 0S

Virtualised Environment

Creation of a virtual (rather than actual) version of something, such as a
hardware platform, operating system, storage device, or network resources
(Wikipedia)
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Virtualisation

QEMU/KVM - Press Ctrl-Alt to exit grab

GNU GRUB version 0.97 (639K lower
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Virtualisation

Binary Translation
Paravirtualisation
Hardware Virtualisation



Privilege Rings

Least privileged

Ring 1 11
Ring O 10
Kernel 01

00

- : Most privileged
Device drivers

Device drivers

Applications

Privilege levels on a modern Operating System
(Source:: Wikipedia)



Hypervisor
Ring deprivileging

Direct execution
User User User of User and 0S User  User User User

apps dpps apps Requests apps  apps apps apps

Guest 0S Guest 0S Guest 0S
on VMO on VM1 on VM2
Hypervisor (VMM on Host 0S)

Host HW Host HW




Virtualisation Challenges

x86
IBM System/370 (1972) (before AMD-V and Intel VT-x extensions in 2005)
Direct execution Direct execution
Ring 3 User apps of User Requests User apps of User Requests

Privileged
instruction

Privileged
instruction

Hypervisor (VMM on
Host 0S)

TN [vpervisor (VMM on
Host 0S)

x86 HW

Emulated
privileged
instruction



Binary Translation

Changes "critical" or "dangerous" code into harmless code on the fly

x86 (1999)

Controlling Control Flow

Guest Code Translation Cache
test eax, 1 0 oo test eax, 1
j.q .............................. y j.,q ..............................
B e oo 10 call END BB
mav acx, [ebx] vEPC
mov [ecx] . eax ) call END BB
ret vEPC

"._ mov acx, [abx]

mov [ecx] , sax

. {ma ebx, 18

call HANDLE RET —

eax == 0

(Source:: VmWare) @ vmwa re°



Paravirtualisation

Changes "critical” or "dangerous" code into harmless code in the source code

WO W1 W2 W3
Cevice Unmaodified Unmaodified [h Unmodified
Manager & User User User
Control sfvw Software Software Software
GuestOS GuestOs Guest0s ||| Unmodified
(renblinux) Henlinux) (Xenbinux GuestDs
{WinxF})

-

Mative
Denice Fromi-End Front-End
Dhiivers '\ Device Orivers Device Drivars

Frari-Erd
Davice Drivers

T e E—
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Bale HW IF Ewent Charniel

Xen Virtual Machine Monitor

Hardware (SMF, MMU, physical memaory, Ethemet, SCSHDE)

(Source: Xen)

Xen



Hardware Virtualisation

Guest OSes run at
intended rings

Root
Mode H/W VM Control Memory‘anc! 1I/0
Structure (VMCS) Virtualization
VT-x

Processors
with
VT-x (or VT-i)

(Source: VmWare)



Hypervisor Types

Type | (Bare Metal)

.||I

Typell

AKVM

po
Wtu{/

N



Cloud Infrastructures



Cloud Actors and Scenarios

Service ' fl ‘ f Service

Providers

v N Y N £
ervice

Service S
PaaS $ $

laaS Infrastructure Management

Virtualisation Virtualisation Virtualisation
Layer Layer Layer

0

Service Infrastructure Interface

{

Virtualisation
Layer

0S
HW

Infrastructure Provider
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Available infrastructures

Public Cloud

Private Cloud

Hybrid Cloud
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Cloud Computing...

... for C10s (Chief Information Officers)

I know the public cloud is good for business. But how can | take advantage of the vast array of cloud resources
while retaining control and governance? How can | make public and hybrid cloud sourcing part of my IT strategy?
And how can | possibly manage it all?

.. for the Operations Team

New roles. Operation teams will be freed up from the day-to-day logistics of managing the infrastructure and will
instead get to focus on high-level problems such as automation, security, and analytics

.. for Developers

Would the decision to move an existing business application from dedicated in-house servers to a public cloud
provider result in significant reworking of the program'’s code?

New paradigm: Software Testing In The Cloud (STITC)

.. for Users
Flexibility to have resources on demand



HP CloudSystem
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Cloud Computing...

HP CloudSystem Matrix

On-premise cloud solution that provides infrastructure as a service (laaS) for IT, along with basic application
deployment and monitoring.

HP CloudSystem Enterprise

For organizations looking to deploy a full range of service models (laaS, PaaS, and SaaS), along with advanced
application lifecycle management.

HP CloudSystem Service Provider

Addresses the requirements of service providers to deliver public cloud laaS and Saas, including aggregation and
management for those services



HPCS

HP Cloud .| HP Cloud
Compute Object Storage
5 3  HP Cloud HP Cloud
Kﬁ_} "CDN Block Storage
HP Cloud
«" 1| Relational Database r; C"’t‘.‘d Servi
 for MySQL 4 ldentity Service




Hands On!



Thank you



